Decentralized identity management systems (IMSs) 
Introduction
Since the introduction of Facebook in the year 2004, the social network has become one of the basic tools for and a mirror of online social interaction, personal identity, and networking. To offer these kind of services, social networks deeply penetrate their users' life by collecting and analyzing personal information, not only to know who their users are but also to sell 'truthful data' to advertisers [1] , [2] . By revealing personal information on social networks, users, thus, accept significant risks to their privacy induced by the change of the relationship between public and private spheres [2] .
Facebook and online social networks in general, favor the idea of people having transparent identities that are disclosed online, by releasing habitual behavioral data and personal information in the process of socializing [1] . However, these interest of owner may run counter to users' need to differentiate between various online identities, which is the attempt to selfmanage and protect personal data through only partial or non-disclosure of personal information and associated characteristics [1] .
Perennial privacy incidents fuel users' demand for increased protection of their privacy. Most recently, user data of Facebook were inadmissibly shared with the data analysis company Cambridge Analytica, leading to a wave of membership withdrawals and the claim for better privacy practices [3] , [4] . Thereby, the answer to users' demand is probably not the design of better privacy practices and/or the introduction of new privacy protection mechanisms on yet centralized identity management systems (IMSs) such as Facebook or other online social networks [4] . This is because, using centralized IMSs, personal information is not under control of the individual and lives in repositories that are targets for hackers and identity theft [5] , [6] . In 2017, the Identity Theft Resource Center recorded 1,339 breaches impacting over 170 million records on identity in the U.S. alone [7] .
As an alternative, decentralized IMSs based on blockchain technology were recently proposed as a solution to privacy issues in centralized IMSs. Blockchain technology enables decentralized identity management, where credentials are cryptographically secured on personal digital wallets, with which an individual can securely prove its identity, while controlling how many and what kind of information is shared with whom [7] - [9] . Thus, several benefits are expected to emerge from a decentralized IMS, including increased security, enhance privacy as well as control over personal information and identifier through the identity owner [8] , [10] .
The following paper evaluates the expected usefulness of a decentralized IMS based on blockchain technology using a pre-prototype testing as proposed by [11] - [13] . Pre-prototyping is necessary since to date, no functioning prototype of a blockchain-based, decentralized IMS is existent and has shown feasibility of envisaged features, including privacy protection. However, several whitepapers exist that present the planned development of a decentralized IMS, by describing among others the technical architecture, relevant functionalities, and potential user interfaces (e.g. [10] , [14] ). While the technical implementation is discussed controversially, a user perspective in terms of usability testing is frequently omitted in these whitepapers. Neither there is a concrete usability test assessing true user requirements nor is there any usability test envisaged for future research attempts. Overall, whitepapers rather describe a user perspective on decentralized IMSs, but do not assess real requirements. In order to close this gap and following the recommendations of [13] , we state the following two research question:
RQ1: Which features of a decentralized identity management system will be perceived as useful by target users?
RQ2: How do target users assess the ability of decentralized identity management systems to sufficiently protect their privacy?
Using self-developed and guided animations that illustrate the features of a decentralized IMS as well as images of the endeavored user interface, a qualitative study is conducted to assess the expected usefulness of a decentralized IMS as well as users' expectations on decentralized IMS's ability to actually protect their on privacy. The results of this study lead to rather surprising insights that emphasize the necessity to identify and take care of discrepancies between specified and actual user requirements on decentralized IMSs.
The remainder is structured as follows: In the following section, the general functionalities of two different types of IMSs -centralized and decentralized IMSs-will be explained. Given the novelty and early stage development of decentralized IMSs, a qualitative, research approach is chosen to assess the expected system usability by conducting semi-structured interviews with 11 interview partners. The results are discussed subsequently and used to recommend improvements on the features of decentralized IMSs. Furthermore, we provide insights on the most preferred application scenarios of decentralized IMSs as well as concerns of interviewees towards the usability of and privacy issues within decentralized IMSs. Finally, a conclusion and outlook is provided that highlights further research opportunities.
Identity Management Systems
Internet continuously opens up new opportunities to use a number of different services involving all kind of actors (consumers, businesses and governments). Along with this development, there is a continuously increasing need for reliable online identity authentication [15] . Identity management systems (IMSs) are designed to help manage users identities across multiple systems and services by providing authentication, together with identification and authorization [16] , [17] . Two larger classes of IMSs exist that are either centralized or decentralized. Broadly speaking, the two classes of IMSs differ with respect to the number of identity providers as well as in their relationship between the service provider and the relying party. Centralized IMS have a single identity provider and require a relationship between the provider and the relying party to be established in advance. In contrast, decentralized IMSs have more than one identity provider and need no shared protocols to exchange identities and assertions of authorization between the provider and the relying party [18] .
Most recently, a new type of a decentralized IMS was proposed that is based on blockchain technology. Blockchain technology was initially introduced in the context of the cryptocurrency Bitcoin, which is a decentralized payment system, based on a peer-to-peer network and cryptographic proof. A blockchain is loosely speaking a distributed databased that is secured by cryptographic proof and a Merkle tree, which (under certain circumstances) enables immutability of all entries made on the blockchain [19] . Despite immutability, blockchains provide a considerable high level of transparency over entries made in the ledger, which allows traceability of pseudonymous nodes in the peer-to-peer network [20] . Application possibilities of blockchain technology go far beyond the initially supposed financial sector. Applied as foundational technology for the realization of decentralized IMSs, blockchains are expected to increase security of personal data and users privacy as well as to reduce fraud with digital identities [7] , [9] . In the following, differences between centralized IMSs as well as a decentralized IMS based on blockchain technology (in the following: decentralized IMS) are briefly explained.
Centralized Identity Management
Using centralized identity management systems, service provider must itself understand, verify and accept user's credential [17] . Users are usually equipped with one or more credentials, which are for this purpose presented to the service provider. Currently most online service providers use for their identity management registrations a username and/or password-based system [15] . However, the usage of such systems might be upsetting for some users, as it requires to create and to remember a lot of different Page 1835 passwords each time he or she decides to use a new service [15] .
Solutions for these problems provide so called federated IMSs [15] . Federated identity management allows individuals to use the same form of personal identification (e.g. user name, password or others) to sign on to the networks of more than one enterprise in order to conduct different transactions [21] . In a federated IMS, service providers depend on each other in order to successfully authenticate the respective users and vouch for their access to services. [21] . This enables companies to share applications without a need to adopt the same technologies for directory services, security and authentication [21] . Within companies, directory services allow companies to recognize their users through one single identity [21] . As for companies it is not easy to match up technologies or maintain full user accounts for their partners' employees, federated IMSs allow companies to keep their own directories and securely exchange information from them [21] . Especially in e-business scenarios, federated identity management is used to connect enterprises along the value chain and to enable a significant reduction of their transaction costs [17] .
Single sign-on (SSO) is a specialized form of software authentication that enables a user to authenticate once and gain access to the resources of multiple software systems [21] . SSO is a session/user authentication process that permits a user to enter one name and password in order to access multiple applications. Thus, the SSO is one form of a centralized IMS [21] . The process authenticates the user for all the applications they have been given rights to and eliminates further prompts when they switch applications during a particular session [21] .
Despite several advantages of centralized IMSs, problems of hitherto existing IMSs are also diverse. Despite security issues with single-sited identity silos, developers of centralized IMSs certainly struggle with many stakeholders and conflicting requirements between identity providers and users [18] . Moreover, the rapid increase in uptakes of digital services has led to serious negative effects on the user experience using IMSs that apply this rather traditional approach to identity management. The industry and, especially, startups have responded to these developments by proposing new identity management models [22] .
In the following a decentralized IMS is introduced, which's technical backbone constitutes a blockchain. Despite there are further types of decentralized IMSs, blockchain-based decentralized IMSs (in the following: decentralized IMS) gained growing public attention given several expected benefits compared to existing centralized and decentralized IMS solutions [7] , [8] .
One of the most obvious -and most emphasizedexpected benefits of using a decentralized IMS is the ownership and control of data by the identity owner [9] . To this end, identity owners need to store their identifier on the blockchain along with a decentralized identifier (DID) document containing the public key for the DID, any other credentials the identity owner wants to disclose and a network address for interaction. The identity owner controls the DID document and the associated private key [10] . Because every DID has an associated public-private key pair, anyone with a DID should be able to digitally issue and sign verifiable claims and other documents. Thus, users are not required to trust any third-party and are always aware of the data that is being collected about them and how it is used by third parties [8] . In order to build trust in the users' identity, identity owners probably need to work with other issuers of verifiable claims [10] , [23] .
Decentralized IMS are as well envisaged to enhance the identity owners' privacy [8] . This is because decentralized IMSs are expected to provide socalled disclosure proofs. Disclosure proofs enable the owner of personal data to bundle claims and use it as DID, without disclosing unnecessary information about the subject [8] , [10] . Certainly, a decentralized IMSs requires a permission-less blockchain architecture, meaning that everyone can participate on solving the consensus algorithm that serves as validation for personal information [10] . Consequently, the blockchain is envisaged to be user-owned and not governed by any central authority. Users should own and control their data without compromising security or limiting companies' and authorities' ability to provide personalized services [8] . Personal data, and sensitive data in general, are expected to be more prone to attacks and misuse if they are given to third parties [8] , thus, decentralized IMSs are expected to be more secure than other and, especially, centralized IMSs.
It has to be said that these benefits are primary expectations: To the best knowledge of the authors -to date -no prototype of a decentralized IMS exists that proofs the feasibility of the envisaged functioning of the decentralized IMS as well as its advantageousness compared to other solutions. Several whitepapers and start-ups, however, document the vision and planned development of decentralized IMSs towards a functioning prototype [10] , [24] - [26] . A revision of the corresponding whitepapers and technical papers revealed, however, that a lot of discussion is made up around the technical feasibility of certain features, while a user perspective on the envisaged decentralized IMS and especially usability testing, is continuously missing. Following [13] , we suppose that for a successful development not only the implementation of particular features, but also the correctness of codes must be ensured: Diminishing the discrepancy between specified and actual user requirements is of particular importance for the successful development of a decentralized IMS. Thus, in the following an iterative process of several rounds of pre-prototype testing is triggered that aims at capturing actual users' (and future identity owners') requirements to ensure usability of the decentralized IMS and to guarantee a successful prototype development.
Methodology
Given the early stage of research on decentralized IMSs, we conducted a qualitative study in order to capture all information relevant to determine the usability and the users' assessment of the decentralized IMS's ability to ensure privacy. Interviews with potential users of decentralized IMSs were conducted to assess the expected usability of such systems and to test whether or not further features must be implemented to fulfill actual user requirements. The results of this study provide the basis for the first step of an iterative design process, inspired by the design science research methodology (e.g. [27] , [28] ).
Guidance through the Pre-Prototype
To date, no prototype of a decentralized IMS exists that can be used for a hands-on usability testing. Whitepapers that are concerned with decentralized IMSs, however, provide a rich source of information on how the technical architecture and functionalities of such an IMS are envisaged [10] , [24] , [26] , [29] . Furthermore, some whitepapers also include an illustration of a proposed user interface of the decentralized IMS [10] . We used this rich source of information to develop a short animation that guides interview participants through relevant features of the decentralized IMS. Interview participants first received basic information about the general functioning, including technological background information. In the animation the participants we're then entrusted with the functionality of interactions of a decentralized IMS user named Alf with his bank, his local government and his potential employer. Figure 2 represents an excerpt of the animation showing Alf's view of his identity. The participants were also informed that Alf's identity doesn't really exist as depicted but that the view is mainly a virtual representation and Alf's identity represents the collection of all of his identifiers, claims, disclosures, and proofs stored on a ledger (blockchain).
Furthermore, a user interface was developed that shows how such a decentralized IMS could look and to explain how it can be used from a practical point of view ( Figure 2 ). Our animation and the user interface were mainly inspired by a decentralized IMS proposed by the Sovrin foundation, which provides a whitepaper with an in-depth technological explanation of all features of the decentralized IMS [10] (Figure 1 ). The level of detail was the main reason to draw upon Sovrin's vision of the decentralized IMS.
Interview partners were led through the animation and the user interface in the presence of the respective interviewer. Subsequent questions on the features of the presented IMS were asked to ensure that participants understood the features and, thus, can assess the expected usability of the IMS adequately. 
Data Collection and Theoretical Sampling
To assess the usefulness of the decentralized IMS, semi-structured interviews were conducted with 11
Page 1837 participants (4 males, 7 females). The average age was 31,8 years and participants were rather well educated, with more than the half of the sample having a master's degree or higher.
Given the fact that decentralized IMSs are envisaged to reach widespread user acceptance, we regard everyone, who was willing to participate in the study as an eligible interview partner. Nevertheless, we tried to select our participants purposefully regarding their age (the participants' age of this study range from 20 to 57 years), their gender, and their educational level (participants of study possess baccalaureate up to Ph.D.). This approach ensures that we will cover different perspectives on the usefulness the decentralized IMS.
Interviews were conducted following a coarse interview protocol as shown in the Appendix. Open questions were developed in the accordance with the Survey Design and Methodology (SDM) Guidelines for open questions proposed by the Leibniz Institute for Social Sciences [30] and discussed multiple times by the authors. All interviews were recorded and transcribed by the respective interviewer. During the interviews, all participants showed a general understanding of what an IMS does and indicated that they had already used a centralized IMS either for personal purposes (registering for a digital service) or because of work.
Data Analysis
For the analysis of the interviews, an open coding approach was used, which is recommended as method that is especially appropriate for analyzing early-stage qualitative data [31] . In particular, open coding allows the researcher to recognize similar patterns in the data and to analyze different meanings easily [31] , [32] . Give the likewise early-stage research on the preprototype of a decentralized IMS, this approach seemed most appropriate to the authors.
The open coding process follows three distinct steps [31] , [33] : In a first step, a database was created that contains the raw text data from the interviews and supplants the original text during the following analysis. Patterns in the data were identified in a second step by identifying more than once occurring combinations of conditions and outcomes [31] , [32] . A powerful tool for pattern recognition is to define codes and identify distinct but qualitatively different states of these codes. Subsequently, these combinations of codes and states are labeled as themes [32] . Lastly, patterns that are not significantly different are integrated into another that finally allows contingent generalization [32] , [34] . During that process, the authors frequently discussed open questions and feedback that led to new ideas and the adjustment of the interview protocol.
Results
The results of the qualitative study are presented in the following. Results are clustered in five thematic blocks covering different aspects of the usefulness of the decentralized IMS as well as needs for improvement that should be considered and implemented for further pre-prototype testing.
Evaluation of Decentralized IMS Features
Participants statements on questions regarding their assessment of the usefulness of the introduced features of the decentralized IMS are presented in Table 1 . Moreover, exemplary statements of interviewees are shown. As obvious from the table, the majority of participants indicated that they perceive the control over data that is disclosed to other as the most useful feature provided by the decentralized IMS. Control over data was mentioned by 72% of all participants (P). Additionally, data ownership was a topic that was mentioned by 32% of participants. The ability to not pass actual information to institutions or companies was seen as a major advantage of decentralized IMS. Using a decentralized IMS, participants were thus aware that they are able to send disclosure proofs, without sending the actual data, like an ID or certified documents. Closely linked to data ownership is the feature of representation, as named by 9% of all participants. Actually, the ability that digital proofs are enough for representation and authentication of a person in an online environment is a prerequisite for ownership of personal data.
Lastly, participants emphasized that the transparency induced by the decentralized IMS is a feature that is seen as useful by 27% of the participants. The transparency introduced by the decentralized IMS was though interpreted in two different ways by the participants. On the one hand, participant understood transparency as a feature that enables the users of a decentralized IMS to see which and how many personal data is requested by any other party, e.g. a service provider or an institution (as stated in the table). On the other hand, some participants showed a more far-reaching understanding of transparency, emphasizing that they would like to see which and how many information a company already possess about oneself. Notably, this feature was not explicitly illustrated in the animation of the decentralized IMS, but could be suspected from the user interface, providing an overview on information shared with any other party. 
Benefits and Concerns
Practicability and the potential to save time when using a decentralized IMS were mentioned as very important benefits that are even pivotal when it comes to the decision whether or not to use a decentralize IMS [P4, P6, P10]. Especially, they rated the ability of the system to verify a document once and use it multiple times without further need of verification as very useful. However, participants also recognize that the ability to control the disclosure of data, might be a feature that hinders the practicability of the IMS. For instance, participant 2 stated: "I think it is important to know how many work it needs to decide which data are disclosed to whom. Does I need to decide the disclosure of my data every single time or will there be general rules that I can set, such that it works automatically?" [P2] .
Less people were convinced that a decentralized IMS will help to prevent identity theft through increased security. Participant 4 mentioned that she is not sure how secure a decentralized IMS is and thus indicated that, "I would probably only store information that are not too sensitive, something thatwhen it is misused -has not too big consequences." [P4] . Contrarily, some participants showed a certain level of frustration (9%). Participant 6 emphasized that: "I don't have any concerns. I mean, I think my personal data were never really secure. Maybe data will be more secure in a decentralized system" [P6]. Some participants also distinguished between the decentralized IMS itself and the application with which data disclosure can be controlled as depicted in Figure  2 . In particular, some participants thought that the decentralized IMS might be more secure than currently existing IMSs, but that the application might be prone Table 2 shows proposed adjustments for the preprototype features and security as proposed by the participants. Three main topics emerged that result either from concerns of participants towards using a decentralized IMS or general enhancements that are perceived as useful. Participants emphasized that the decentralized IMS, but especially the application that is used to control the flow of personal information, must be sufficiently secured. Several possible security mechanisms were proposed by the participants, including TAN-lists, face recognition, and/or random-number-generators that are used for authentication each time a user logs into the application. Additionally, interviewees indicate that a notification feature would be desirable. Particularly, they favor a feature that is able to track their personal information transferred to other parties throughout their whole life cycle. Probably, tracing personal information requires more than transparency and control of data that are disclosed. Companies and other institutions need to agree that personal information they acquire are identifiable and trackable. Moreover, participants stated that they would like to set general rules indicating whether or not certain firms or institutions should not receive particular personal data by default. One participant stated, for instance, "I need to trust the company and/or institution to share my data. Considering some institutions, for example, I have certain concerns. My data must be protected against such institutions" [P6]. Lastly, 9% of participants indicated that they would like a feature where they could sell personal data to firms like on a marketplace. This feature seems to be realizable, when the decentralized IMS is coupled with already existing platforms that allow sell data, such as [35] .
Recommended Adjustments

Envisaged Application Scenarios
Asking participants to think about situations, in which they already used an IMS or are generally required to authenticate and verify information about themselves, we asked them if the decentralized IMS is perceived more useful in one situation or another. Generally, participants found it difficult to assess the usefulness of the decentralized IMS depending on the concrete situation -this is probably due to the fact that no hands-on experience through a prototype could be provided, leaving the participants with a rather theoretical concept of what comprises a decentralized IMS. However, 27% of participants indicated that they would not use a decentralized IMS for storing health data: "In the case that I
get ill, I want that my doctor has unrestricted access to all my personal data. I think the decentralized IMS is more important if there is a need to control the information flow of data that are not necessarily needed by certain companies or institutions to offer a service. (…) An example, where such an IMS is useful is probably for the control of data that are required by service provider like Spotify or Facebook" [P6]
. However, the latter point was discussed controversial by participants. In fact, the majority of participants indicated that they perceive control over data as the most useful tool of the presented decentralized IMS. However, thinking about application scenarios, they realized that this feature probably is not enforceable: "I think it doesn ' 
Overall Usefulness
Asking participants directly whether or not they think the introduced decentralize IMS is useful, all participants indicated that they think it would actually be useful. This results must be interpreted carefully, since they are potentially distorted due to informant bias. Particularly, we come to this conclusion based on the consideration of the severity of concerns and the feasibility of the control of data disclosure and flow of the participants in section 5.4, which was previously indicated as one of the most important features in terms of usefulness. Thus, we interpret the answers of the participants as a tendency towards a positive attitude of the participants towards the decentralized IMS. However, in order to check the validity of this statement, we need to, first, include the recommended adjustment and take care of concerns of participants to recheck the perceived overall usability.
Discussion
The results of the qualitative study on the usefulness of decentralized IMSs shows that several features envisaged for decentralized IMSs and especially the features proposed in the whitepaper of the Sovrin foundation [10] are perceived as useful by study participants and, thus, meet actual user requirements. Features that are implied by decentralization and the use of blockchain technology, like control over personal information, the ownership of data and transparency over the amount and kind of data required by services and institutions are emphasized as especially useful by the interviewees.
Despite this rather positive first impression, the questions after concerns and possible application scenarios revealed that participants also have doubts whether or not a decentralized IMS with its envisaged features is feasible. For instance, participants were skeptical about the feature of control: If a user of a decentralized IMS refuses the disclosure of certain personal data required by a service, he will probably not be able to use the service. Thus, the ability to exert control over the disclosure of data will actually led to the same situation as using existing IMSs. However, some participants stated that, even if this is the case, transparency over the data a service requires and receives might be useful, because at least one can decide to use an alternative service, based on the information available in the decentralized IMS.
Increasing transparency has actually more advantages than just providing more information to users of decentralized IMSs. Following the recommendations of participants, introducing transparency could facilitate the development of a marketplace for personal data. These findings are in line with the existing literature, which confirms, that transparency is an important precondition for the users' control over their privacy, which can increase users' trust in accurate and secure processing of their personal data [35] . Already existing attempts to develop such platforms are often restricted by the fact that companies do not reveal what and how many personal information they possess and with whom exactly information is shared [36] . Increased transparency could foster a free market in which users can participate and sell their personal data at will. Such a platform could be easily combined with an application that helps users to manage their personal data.
A further concern that must be attached great importance is security of personal data. Participants were less concerned about the security of data stored on a blockchain, but doubted whether the application, with which users are able to manage personal data is secure enough. Participants provided several proposals how to increase the security of the application. Each of them needs to be discussed and assessed for the further development of decentralized IMSs and the associated application. The fact that people care more about the security of data, when using the app than about the security of the decentralized IMS itself may stems from the fact that people are not familiar enough with the functioning of blockchain technology. Some participants stated that they cannot assess whether or not data are secure on the blockchain, however, the term blockchain is rather negatively connoted. One participants stated that in order to trust such an IMS, people must be educated about the functioning of blockchain and trained how to use such a system. Surprisingly, some participants do not show any concerns with regard to security. Participants indicated a certain level of frustration, suspecting that their personal data is sold and used anyway. This considerable share of participants was more concerned about the practicability of a decentralized IMS.
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Certainly, to be useful to a large user group, the IMS must be designed in such a way that it is easy to use and saves time, compared to existing IMS solutions. Thus, the user interface should be tested more carefully in further pre-prototype testing and finally should be assessed in hands-on prototype experiments.
Limitations and Further Research
The results of this study need to be viewed in the light of its limitations. First and foremost, the study shows a relatively small number of interview partners. Consequently, we can expect that further interviews will reveal more and potentially contradicting insights, since the criteria of saturation was not reached. Nevertheless, while analyzing the interviews we came to conclusion that the amount of concerns identified and recommendations that could enhance the usefulness of the decentralized IMS justify an interruption of the interviews, in order to implement already proposed features and to take care of participants' objections. In line with design science research methodology we thus propose the direct implementation of the proposed features and the consideration of their objections. Through this iterative and direct approach, we are convinced to create better prototypes in a faster way that actually fulfill user requirements. The pre-prototype testing presented in this paper is consequently a first step that triggers an iterative process of several interview rounds using adjusted pre-prototypes that increasingly obey user requirements. Having this process completed, a development of prototype of a decentralized IMS as well as its demonstration is envisaged.
Conclusion
Decentralized identity management systems (IMSs) are envisaged as the next big thing in identity management: They are expected to increase the security of personal information, to foster control over disclosure of personal data and to enhance transparency. Given this expected features, it is not surprising that there is a vast amount of companies that work on the development of decentralized IMSs. Several whitepapers document the state of the art in the development of decentralized IMSs. While there is a huge discussion about the technical feasibility of certain features, the assessment of the system from a user perspective is currently missing. In order to prevent huge losses that stem from the development of a prototype that is not accepted by users, simultaneous usability testing in the pre-prototype phase is needed. This paper presents the results of a pre-prototype usability testing of a decentralized IMS. Participants of this study were guided through an animation of the preprototype, showing all relevant features of a decentralized IMS. The user interface of an application was provided to the participants of this study. The analysis of the interviews shows that a good deal of work is necessary to fulfil actual user requirements on decentralized IMSs. We will take up these concerns and implement interviewees recommendations in further pre-prototype developments. This study is a trigger for further usability tests, whereas an iterative process of pre-prototype development is suggested. At the end of this process, a pre-prototype should be developed that incorporates all user requirements and serves as foundation for the development of a prototype that allows hands on usability testing. 
